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Main Centre for Special Technologies
(GTsST) of the Main Directorate of the
General Staff of the Armed Forces of
the Russian Federation (GU/GRU)
('SANDWORM')

Cnuncok

Tun OpraHusauuns

Umsa cnucka O6bennHeHHoe KoposneBCcTBO
Mporpammbl (1) Cyber

BxoaouT B cnucok (1) 31.07.2020

NmeHa/Ha3BaHuA (8)

damunus/HassaHue Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) (‘'SANDWORM')

MonHoe uma/HasBaHue Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) ('SANDWORM')

Tvn Nms

damunus/HassaHue Voodoo Bear

MonHoe umsa/HasBaHue Voodoo Bear

Tvn AKA (1M3BECTHbIN TaKXe Kak)
damunusa/Ha3BaHue Telebots

MonHoe umsa/Ha3BaHue Telebots

Tun AKA (1M3BECTHbIN TaKXe Kak)
damunusa/HasBaHue Sandworm Team

MonHoe uma/HasBaHue Sandworm Team

Tun AKA (1M3BECTHbIN TaKXe Kak)


https://www.lursoft.lv/?l=ru

damunus/HasBaHue Quedagh

MonHoe uma/HasBaHue Quedagh

Tun AKA (13BECTHbIN TaKXXe Kak)
damunus/HassaHue Olympic Destroyer

MonHoe uMs/HaszBaHue Olympic Destroyer

Tun AKA (13BECTHbIN TaKXXe Kak)
damunus/HassaHue Field Post Number 74455
MonHoe umsa/HasBaHue Field Post Number 74455
Tun AKA (13BECTHbIN TaKXXe Kak)
damunus/HassaHue BlackEnergy Group

MonHoe ums/HasBaHue BlackEnergy Group

Tun AKA (13BECTHbIN TaKXKe Kak)

Anpeca (1)

CTpaHa Poccus

NoeHTUDUKaLUnoHHbIe LOKYMEHTbI (2)

Tun Entity Parent Company: Russian Ministry of Defence

Tun Entity Type: Department within Government/Military Unit

ObocHoBaHue (2)

The Main Centre for Special Technologies (GTsST) of the Russian General Staff Main Intelligence
Directorate (GRU), also known by its field post number ‘74455 and “Sandworm” by industry, was
responsible for cyber attacks which disrupted critical national infrastructure in Ukraine, cutting off the
electricity grid. The perpetrators were directly responsible for relevant cyber activity by carrying out
information system interference intended to undermine integrity, prosperity and security of the
Ukraine. These cyber attacks originated in Russia and were unauthorised.

The Main Centre for Special Technologies (GTsST) of the Russian General Staff Main Intelligence
Directorate (GRU), also known by its field post number ‘74455’ and “Sandworm” by industry, was
responsible for cyber attacks which disrupted critical national infrastructure in Ukraine, cutting off the
electricity grid. The perpetrators were directly responsible for relevant cyber activity by carrying out
information system interference intended to undermine integrity, prosperity and security of the
Ukraine. These cyber attacks originated in Russia and were unauthorised



iIcTopuyeckne paHHble

NmeHa/Ha3BaHuA (8)

CraTtyc
damunus/HassaHue

MonHoe nmsi/HasBaHue

Tvn

CraTtyc
damunus/HassaHue
MonHoe uMs/HasBaHue
Tun

CraTtyc
damunus/HasBaHue
MonHoe umsi/HasBaHue
Tun

CraTtyc
damunusa/HassaHue
MonHoe ums/HasBaHue
Tun

CraTtyc
damunus/HassaHue
MonHoe uma/HassaHune
Tun

CraTtyc
damunus/HassaHue
MonHoe uma/Ha3sBaHune
Tun

CraTtyc
damunus/HassaHue
MonHoe uma/Ha3sBaHune
Tun

CraTtyc
damunus/HassaHue
MonHoe ums/HasBaHue
Tun

VcTopmnyecknin (mocnepHnin pas 6bin aktTueeH 28.02.2022 05:16)
Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) ('SANDWORM')

Main Centre for Special Technologies (GTsST) of the Main
Directorate of the General Staff of the Armed Forces of the
Russian Federation (GU/GRU) ('SANDWORM')

[NaBHbI NCEBLAOHUM

VcTopnyecknin (nocneaHunin pas bbii akTuseH 28.02.2022 05:16)
Blackenergy Group

Blackenergy Group

AKA (1M3BECTHbIN TaKXe Kak)

WcTopuyecknin (nocneaHunin pas 6bin aktuseH 28.02.2022 05:16)
Voodoo Bear

Voodoo Bear

AKA (M3BECTHbIN TaKXe Kak)

WcTopuyecknin (nocneaHunin pas 6uin aktuseH 28.02.2022 05:16)
Olympic Destroyer

Olympic Destroyer

AKA (M3BECTHbIN TakXe Kak)

VicTopuyeckuin (nocnegHuin pa3 6bin akTueeH 28.02.2022 05:16)
Field Post Number 74455

Field Post Number 74455

AKA (13BeCTHbIN TakXe Kak)

VicTopnyecknin (mocnepHnii pas 6bii aktueeH 28.02.2022 05:16)
Sandworm Team

Sandworm Team

AKA (13BeCTHbIN TakXe Kak)

VicTopnyecknin (mocnepHnii pa3 6o akTueH 28.02.2022 05:16)
Telebots

Telebots

AKA (13BeCTHbIN TakXe Kak)

VicTopnyecknin (mocnepHnii pa3 bbi1 akTueeH 28.02.2022 05:16)
Quedagh

Quedagh

AKA (1M3BECTHbIN TaKXe Kak)



Anpeca (1)

CraTtyc WcTopnyecknin (nocneaHnii pa3 6o akTueeH 28.02.2022 05:16)
CTpaHa Poccus
MonHbiv agpec 22 Kirova Street Moscow Russia

NoeHTUOMKALUNOHHBIE OOKYMEHTHI (2)

CraTtyc VicTopnyecknin (nocneaHunii pa3 6bii akTueeH 28.02.2022 05:16)
Tun Parent Company: Russian Ministry of Defence.

CraTtyc VcTopuyecknin (nocnegHnin pas bbii akTuseH 28.02.2022 05:16)
Tun Org Type: Department within Government/Military Unit.

Ob6HoBNEeHHbIN: 29.04.2025. 15:16

B kaTanore cogep>xatcs CybbeKTbl, BKJIOYEHHbIE B CAHKLNOHHbIE CMNCKKN OCyJapCTBEHHOMO
Ka3HavencTtea CLUA, OOH, Esponenckoro Coto3a, BenmkobputaHum, KaHaackoro 6t0po no KOHTPOJIO
3a MHOCTpaHHbIMK akTBamm (OFAC).



