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Chosun Expo (APT 38)

Cnuncok

Tun OpraHusauuns

Umsa cnucka O6bennHeHHoe KoposneBCcTBO
Mporpammbl (1) Cyber

BxoaouT B cnucok (1) 31.07.2020

NmeHa/Ha3BaHuA (3)

damunus/HassaHue Chosun Expo (APT 38)
MonHoe umsa/HaseaHue Chosun Expo (APT 38)

Tun Nms

damunus/HassaHue Korean Export Joint Venture
MonHoe umsa/HaseaHue Korean Export Joint Venture
Tuvn AKA (M3BeCTHbIN TakxXe Kak)
damunus/HassaHue Chosen Expo

MonHoe umsa/HassaHue Chosen Expo

Tun AKA (M3BeCTHbIN TakxXe Kak)

Apnpeca (1)

CTpaHa CeBepHas Kopes

NoeHTUOMKaALUNOHHBIE OKYMEHTHI (2)

Tun Entity Subsidaries: Reconnaissance General Bureau

Tun Entity Type: Company


https://www.lursoft.lv/?l=ru

ObocHoBaHue (2)

The Lazarus Group was responsible for relevant cyber activity that resulted in data interference which
directly or indirectly caused, or is intended to cause, economic loss to, or prejudice to the commercial
interests of, those affected by the activity through stealing money from Bangladesh Bank, attempting
to steal money from Vietnam Tien Phong Bank and targeting the Polish Financial Conduct Authority
information systems. Through the WannaCry attack they undermined the integrity of the United
Kingdom through interfering with an information system so that it prevented the provision of essential
healthcare services to the population.

The Lazarus Group was responsible for relevant cyber activity that resulted in data interference which
directly or indirectly caused, or is intended to cause, economic loss to, or prejudice to the commercial
interests of, those affected by the activity through stealing money from Bangladesh Bank, attempting
to steal money from Vietnam Tien Phong Bank and targeting the Polish Financial Conduct Authority
information systems.Through the WannaCry attack they undermined the integrity of the United
Kingdom through interfering with an information system so that it prevented the provision of essential
healthcare services to the population.

iIcTopnyeckmne gaHHble

NmeHa/Ha3BaHuA (3)

CraTtyc
damunus/HassaHue
MonHoe uMs/HasBaHue
Tun

CraTtyc
damunus/HassaHue
MonHoe ums/HasBaHue
Tun

CraTtyc
damunus/HassaHue
MonHoe uma/HassaHune
Tun

Anpeca (1)

CraTtyc
CtpaHa
MonHbIM appec

WcTopuyecknin (nocneagHunin pas 6bin aktuseH 28.02.2022 05:16)
Chosun Expo (APT 38)
Chosun Expo (APT 38)
[ NaBHbI NCEBAOHUM

WcTopuyecknin (nocneaHnin pas 6uin aktuseH 28.02.2022 05:16)
Korean Export Joint Venture

Korean Export Joint Venture

AKA (M3BeCTHbIN TaKXe Kak)

WcTopuyecknin (nocnepgHnin pas 6bin aktueeH 28.02.2022 05:16)
Chosen Expo

Chosen Expo

AKA (13BeCTHbIN TakXe Kak)

VicTopuyecknin (nocnegHuin pa3 6bin akTueeH 28.02.2022 05:16)
CeBepHas Kopes
DPRK



NoeHTUOMKALUNOHHBIE OOKYMEHTHI (2)

CraTtyc WcTopnyecknin (nocneaHnii pa3 6o akTueeH 28.02.2022 05:16)
Tun Org Type: Company

CraTtyc WcTopuyecknin (nocneaHunin pas 6o akTuseH 28.02.2022 05:16)
Tun Subsidaries: Reconnaissance General Bureau

ObHoBNeHHbIN: 28.08.2025. 13:16

B kaTanore cogep>xatcs CybbeKTbl, BKJIOYEHHbIE B CAHKLMOHHbIE CMNCKKN 0CYyJapCTBEHHOMO
Ka3HavencTea CLUA, OOH, Eeponenckoro Coto3a, BenmkobputaHum, KaHaackoro 6t0po no KOHTPOJIO
3a MHOCTpPaHHbIMK akTBamm (OFAC).



